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What is Controlled Unclassified Information or CUI?

 CUI is information that needs protection. Laws, Regulations, or 
Government wide policies call for  this information to be protected.  

– The CUI Registry provides information on the specific categories and subcategories 
of information that the Executive branch protects. 
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CUI includes, but is not limited to:
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– Privacy (including Health)
– Tax
– Law Enforcement
– Critical Infrastructure
– Export Control

– Financial
– Intelligence 
– Privilege
– Unclassified Nuclear
– Procurement and Acquisition



Why protect CUI?

 The loss or improper safeguarding of CUI could be expected to have a 
serious adverse effect on organizational operations, organizational assets, 
or individuals. 
― significant degradation in mission capability to an extent and duration that the 

organization is able to perform its primary functions, but the effectiveness of the 
functions is significantly reduced; 

― significant damage to organizational assets; 
― significant financial loss; or 
― significant harm to individuals that does not involve loss of life or serious life 

threatening injuries
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Information Security Reform = CUI Program
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 Clarifies and limits what to protect
 Defines safeguarding
 Reinforces existing legislation and regulations
 Promotes authorized information sharing



Safeguarding measures: Based on Existing Practices
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• Policy and procedures
• Training and awareness
• Physical and Electronic protections
• Oversight Measures
• Reporting



Implementation Projection

 2-3 Years for full implementation
– Resource dependent 
– Policy, Training, Physical Safeguarding, Systems, Contracts

 CUI practices and Legacy practices will exist at the same time.  
– Legacy practices will be phased out as agencies implement

 ISOO is assessing compliance (now)
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CUI Registry = What we protect
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32 CFR 2002 = How we protect

 Effective:  November 14, 2016

 Started implementation efforts within the 
Executive branch

 Establishes a protection baseline
– Designation
– Physical and Electronic Environments
– Marking
– Sharing
– Destruction
– Decontrol

 Emphasizes unique protections described in law, 
regulation, and/or Government-wide policies 
(authorities)
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NIST Special Publication 800-171 (Revision 1)
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NIST Special Publication 800-171A

Title:  Assessing Security Requirements for Controlled Unclassified 
Information (June 2018)
 This publication is intended to help organizations develop 

assessment plans and conduct efficient, effective, and cost-
effective assessments of the CUI security requirements defined 
in Special Publication 800-171, Protecting Controlled 
Unclassified Information in Nonfederal Systems and 
Organizations.

 https://csrc.nist.gov/CSRC/media/Publications/sp/800-
171a/draft/documents/sp800-171a-draft-20180220.pdf
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NIST Special Publication 800-171A 

13



Federal Acquisition Regulation (FY19)
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“This FAR rule is necessary to ensure uniform implementation of the 
requirements of the CUI program in contracts across the government, thereby 

avoiding potentially inconsistent agency-level action.” –Unified Agenda

https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=201804&RIN=9000-AN56

Public Comment 
Open: December 2018 (Est.)
Close: February 2019 (Est.)



CUI Basic and CUI Specified
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CUI Specified
(Requires unique 

markings)

CUI Basic

Laws, Regulations, or Government-wide policies 
require specific protections.  For example:  
- Unique markings
- Enhanced physical safeguards
- Limits on who can access the information

Laws, Regulations, or Government-wide policies 
DO NOT require specific protections.

Presenter
Presentation Notes
Before Marking CUI, it is important to understand that there are two types of CUI,CUI Specified is sensitive information for which laws, regulations and Government-wide polices – or authorities - call for specific protections.For CUI Basic the authorities do not.CUI Specified must be marked in a different way.



Marking CUI: Banner Marking
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The CUI Banner Marking may include up to three 
elements:

 The CUI Control Marking (mandatory) may consist of 
either the word “CONTROLLED” or the acronym “CUI.” 

 CUI Category or Subcategory Markings (mandatory for 
CUI Specified). CUI Control Markings and Category 
Markings are separated by two forward slashes (//). 
When including multiple categories or subcategories in a 
Banner Marking they are separated by a single forward 
slash (/).

 Limited Dissemination Control Markings. CUI Control 
Markings and Category Markings are separated from 
Limited Dissemination Controls Markings by a double 
forward slash (//).



Destruction
 Unreadable, Indecipherable, and Irrecoverable
 NIST SP 800-88, Guidelines for Media Sanitization
 Other methods acceptable with verification and documentation 

– Multi-phased destruction
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shredders that produce particles 
that are 1mm by 5 mm.  
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Approved Destruction Methods
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• Signage can be placed on equipment to indicate 
that it is approved for CUI destruction.  

Presenter
Presentation Notes
As mentioned, it is important to destroy physical media in such a way that the CUI can never be rendered readable once again. Therefore, be on the lookout for shredders and other equipment that has signage that indicates that it has been approved for the destruction of CUI. On screen we have an example of a label that may be placed on a machine that has been inspected and approved for the destruction of cui. 



General Safeguarding Policy

 Agencies must safeguard CUI at all times in a manner that 
minimizes the risk of unauthorized disclosure while allowing for 
access by authorized holders.

– For categories designated as CUI Specified, personnel must also follow 
the procedures in the underlying law, regulation, or Government-wide 
policy that established the specific category or subcategory involved.

 Safeguarding measures that are authorized or accredited for 
classified information are sufficient for safeguarding CUI.
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Controlled Environments (physical)
Controlled environment is any area or space an authorized holder deems to have adequate 
physical or procedural controls (e.g., barriers and managed access controls) for protecting 
CUI from unauthorized access or disclosure.  

 Going beyond gates, guns, and guards:  Internal security
 Establish a controlled environment that prevents access
 Assess:

 Who works in the space?
 Who has access to the space (cleaning, maintenance, general workforce, etc.) during and 

after business hours?
 Do individual workspaces (cubes & offices) have adequate safeguards to prevent access 

(locking cabinets, drawers, or overhead bins)?
 Suitable for sensitive discussions?
 Clean desk policy? Is CUI secured when not in use? Enforcement or Verification?
 Open storage of CUI?  Measures to prevent or detect access?
 Visitor escort policy?
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How to prevent access
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Electronic Access 
Control Device

Mechanical, Push Button, 
Access Control Lock

Key Lock
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Enter Password to Unlock the Computer



Limit and control access to CUI within the workforce by establishing electronic 
barriers.
- Dedicated network drives, SharePoint sites, intranet sites

Controlled Environments (Electronic)
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Other Considerations 
 Personal Devices 

– Photographic and recording capabilities?
 Telework

– Work arounds (email to personal account, perform the work, then send back)?
 Bring/Use your own device

– Virtual desktops?
– Policy?
– Risks?

 USB Drives
– Allowable?
– Security?

 Travel
– Policy and training?

 Separation and transfers
 Insider Threats
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Products to assist
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Our Website: Training Videos

26

Training Tools Downloads Include:
• Video File(mp4)
• Transcript (pdf)
• PowerPoint w/ talking points (pdf)

• Controlled Environments
• Decontrolling
• Destruction
• Lawful Government Purpose
• Intro to Marking
• Marking (non-traditional)
• Unauthorized Disclosures
• New Video: CUI Overview
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New: CUI Overview Video (11 Minutes)



CUI Blog = Updates Available 
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• FAQs

• Next Webinar:  

 August 15, 2018
 1-3 EDT



Questions?
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